Hudopmarys 06 OCHOBHBIX BUAAX MOLIEHHUYECTBA

B Hacrosiiiee BpeMss HamOojee pacrlpoCTpaHEHHBIM CIIOCOOOM COBEpILIEHHS
IPECTYIUICHHM B JaHHOH cdepe SBISLETCS XUILEHHE ¢ GaHKOBCKUX KapT IPaXk/aH,
KOrjia 3JOYMBIIUIEHHHKH IO Tele(OHy IpPEICTaBISIOTCS COTPYAHHKAMH CIyX0
0€e30MacHOCTH Pa3iUYHBIX 0AaHKOB M IOA pa3lYHBIMM IPEATIOraMH IOJIYy4arT OT
noTepreBInux HoMep GaHkoBCKo# kapThl, kog CVV (3 mudpsl Ha 06paTHON CTOpOHE
KapTel), a TaKXkKe [apoid, npuxoauemme rmo SMS, HeoOXonuMsle Ui MPOBEICHUS
(MHaHCOBBIX ONEpaLUH.

3agyacTyl0 IIOTepIeBIINE, HAXOMACh IO BIMSHHEM MOIICHHHUKOB, CaMH
CHHMAIOT JE€HBIHM, B TOM 4ucie oGOpMISTIOT Ha ceGs KpeOUThl, U MepeBOJAT UX HA
a0OHEHTCKHE HOMepa WM CYeTa, yKa3aHHbIE 3JI0yMBIIIIEHHUKAMHU.

Taoke 3M0yMBINUIEHHUKA MOIYT COOOLIMTH IOTEPHEBIINM O HEOOXOAMMOCTH
yCTaHOBJIEHUSI Ha CMapT(OH, KOMNBIOTEp WIM IUIAHINET Pa3M4YHBIX IIpOrpaMm
(«Anydesk», «Quick support», «Teamviever» u zap.), BEIaBas UX, B TOM YHCIE, 32
AHTHUBHMpPYCHBIE, IIO3BOJMIONIAX MOINEHHMKAM JMCTAHIMOHHO, T.e. yJaJIeHHBIM
JNOCTYIIOM, YIIPaBJIATh CMapTPOHOM, HOYTOYKOM WJIM IUTAHIIETOM H, KaK CJIEJCTBHE,
OCYIIECTBIIATh OHJIAWH NEpPeBOJbl OT HMMEHM IOTEPIEBIIMX Yepe3 HX JIMIHBIA
KaOHHeT.

B xonme TenedoHHBIX pa3rOBOPOB MOIIEHHHKH MOTYT COOOIIHTEH BalllH
nepcosanbHbele qanHbsle: OO, naty poxaeHns, nacnopTHEIE JaHHBIE, a TAKXKe JaXe
IOCIEAHME ONEpalMi IO BaluM cdeTaM. Kpome TOro, NmpecTyNmHHKH, HCIIONB3YS
BO3MOXHOCTHU IP-Tenedonnn, MOIyT OCyIIECTBIISATH 3BOHKU C a00HEHTCKHX HOMEPOB,
CXOXHX WIM HAESHTHYHBIX O(QUIMANGHBIM HOMepaM OaHKOB, yKa3aHHBIM Ha
OOOpPOTHOHM CTOpOHE KapT, WM INPaBOOXPAHUTENBHBIX OPraHOB, B TOM YHCIE
TIOJTUITHH.

UYrto6sl He cTaTh XKEePTBOH MOAOOHBIX MPECTYIUICHUH HEOOX0UMO IIOMHHTH, YTO
HACTOAIIME COTPYAHMKH OaHKOB HHKOTZ]a HE 3BOHAT KJIMEHTAM W HE IPOCHT
COOOIMTL MM Kakylo-Tu60 HHGOpMAIMIO, KACAIOMyIOCs KaK HX MePCOHAIBHBIX
JaHHBIX, TaK U 6aHKOBCKOM KapThl. Hu npu xakux o0CTOATENBCTBAX HE pasriialanTe
HHMKOMY, BKJIIOYasl COTPYAHHKOB GaHKOB, AapOJIM Ha NpoBeJeHHe oneparuii. [Taposs
mis BXoga B cucreMy «banmk OHnaiiH» 5TO Bama JIM4YHas KOH(QUIACHIHAIBHAS
uHpopmanus. Taxoke, He B KOeM cilydyae HEe CTOMT YCTaHABIMBATh IIO0 MPOCKOE
HEU3BECTHBIX JIUI] KaKue-JIM00 MPUIIOXKEHUS (IIPOrpaMMBI).

HHple criocoObl MOIIEHHUYECTBA, COBEPIICHHBIE JUCTAHIIHOHHBIM CIIOCOOOM.

C ucnonp3oBanueM cetd MHTEpHET:

1. TIytem nomy4eHus mpenomiartel B pasMepe 1o 100% 3a ToBap WiH yCayry ¢
IIOMOIIBIO CO3/IaHUs «OQHOJHEBHBIX)» HMHTEPHET-MAara3uHOB U CalWTOB-IBOMHHKOB; C
UCIONb30BaHueM MHTepHeT-IIIOmafoK 0 MpoJaXe TOBapOB M yCiyr (CaiTel
«Asuto», «lOna» U 1p.); B CONUATBHEIX ceTsx «B koHTakTe», «OMHOKIACCHUKHY» U
T.J.

IMpexxne 4dem 3aka3ath ToBap B MIHTepHeTe MOYMTaiTe OT3BIBEI HA Pa3HBIX
caiTax O JaHHOM MHTEpHET-MarasMHe WIH BHPTYaJIbHOM IIPOAABIE, B Cllydae
HaJiM4Msl BBl Cpa3sy OOHapy)XXWTe€ OTpHIIATEIbHbIE OT3BIBEI, OTCYTCTBHE OT3LEIBOB O
BEIODaHHOM BaMHM MHTEpHET-MarasiHe T[OBOPUT O KOPOTKOM IIEPHOZIE €ro
CYyILIECTBOBaHHS.

BuuMarensHO unTalite Ha3BaHU VIHTEpHET-Mara3uHa Wik OpraHu3aliy I7ie Bbl



IUIAHUpYeTe MPHOOPeCcTH KaKue-1ubo TOBaphl, B TOM YHCIIE ITOKYIKa OMIETOB Ha BCe
BH/IBI TPAHCIIOpPTA, OIUIAaTa YCIAYT M KpeauToB. TeM caMbiM Bl m3bexute caiiToB-
kioHoB. CrapaiiTech u3berath MOKYIKH TOBapa Io npenoruiare. Ecnu nieHa ToBapa
ropaszio HIDKe IIeHbl B OOBIYHBIX PO3HUYHBIX MarasuHax, Tak ¥ B APYTMX HHTEPHET-
MarasuHax, JJM0O Ha pbIHKE B IIeJIOM (HampHMep, NP MpOJaXe aBTOMALIMHEI IO
3aHIDKEHHOM CTOMMOCTH), 3TO ITOBOJ] HACTOPOXKUTHCS.

2. Ilyrem moiydeHuss WHGOPMAIMM OT JIMIA, Pa3MECTUBIIETO OOBSBICHUE O
ImpoAaXke Kakoro-iubo ToBapa, O IOJHBIX PEKBU3HTAaX €ro GaHKOBCKOM KapThl
(HoMep, cpok AeiicTBus, naHHbIe Aepxatenst, CVC-koxn), SKoObl, C LeNbI0 BHECEHHUS
IpeoIUIaThl, ¢ TOCIEAYIOUIMM XHINEHHEM C Hee NCHEXHBIX CPEICTB, HCIOJIb3Yys
IIOJTy4Y€HHBIE TaHHBIE.

He cooOmaiite HEW3BECTHOMY KakKylo-Tu00 WHGOpMAINIO, KacarOIIyICs
GaHKOBCKO¥ KapThl - AJI OCYLIECTBIICHUS MepeBoia TpeOyeTcs TONBKO HOMEp KapThl,
nub0 NMpUBA3aHHEIA K Hel aboHeHTCcKkuil HoMep. Hu npu kakux oO6cToATeNsCTBaX HE
coobimaiiTe mapoim Ha npoBenenue onepanuid. [Tapons s Bxona B cucteMy «baHk
Omnutaiie» 3T0 Balla JM4HAs KOHQUASHIIMATbHAA HHOpMAaLIHSI.

"~ 3. C ucnons3oBaHHEM CCHUIOK B ceTH «VHTepHET», MEepeHANpaBISIOIHMX Ha
«pumuHrOBBIe»  (MOAAENbHBIE)  CaWTBl, IPENOCTABICHHBIX  MOIIEHHHUKAMU
NOTEpIEBIINM IIpU OIUIaTe TOBapa, pa3MEIleHHOro Ha caiTtax «ABurto», «lOma» u
JIpYTHX, a TaKKe IPHU MOKYIKE X/ ¥ aBHaOUIETOB, OHJIETOB B KHHOTEATPHL

He nepexonute no npuciaHHBIM HE3HAKOMBIMH JIMIIAMHU CCHUIKaM ¥ HE BBOJHUTE
JaHHBIE CBOMX OaHKOBCKHUX KapT.

4. BsnoM cTpaHHI] NONB30BaTeled B COIMANBHBIX CETAX, B OCHOBHOM
«BxoHTakTe» M «ONHOKJIACHHUKI», U PacChUIKa COOOIIEHMH «Ipy3biM» OT UMEHH
JAHHOTO I0JIB30BaTENs C IPOCKOOH OOIKUTH JIeHer, KOTOphIe Hy>XHO IIepEeBECTH Ha
yKa3zaHHbIe aDOHEHTCKUEe HOMepa Wi 0aHKOBCKHE KapTEhIL.

IIpexxne 4eM OCYIIECTBUTH IEPEBOJ IIO3BOHHUTE CBOEMY IpPYTy, OT KOTOPOIO
IIPUILIO COOOINEHNE, U YTOYHUTE HHPOPMALIHIO.

J. Ilyrem noiydeHHs AEHEXHBIX CPEACTB OT IIOTEPIEBIIMX IIPH, SKOOBHI,
BHECEHHH CTaBOK Ha ()OHJIOBBIX M MHBIX OHpKaX.

IIpexxge 4eM BHOCHUTH [EHBI'M IOYMUTANTE OT3BIBEI Ha PaA3IMYHBIX CalTax B
HnrepHere, y3HalTe K IOPACAUKIMN KaKOX CTPaHBI OTHOCHTCS JAESTEILHOCTD JaHHOM
OpraHM3alliH, a TAakKKe O3HAKOMBTECH C NIPABHJIAMHU U YCIIOBHAMH €€ JIEATEIHHOCTH.

C _ncnonb30BaHHEM CPEICTB COTOBOM CBS3M IIyTEM COOOINEHHS TIpaXkaaHam
3aBeZIOMO JIOXKHOH WH(MOPMAIIHH:

I. O HapymeHMH uX ONM3KUMH PpOJCTBEHHHKAMH JEWCTBYIOLIETO
3aKoHojaTenbcTBa (coBepimienwe JITII, mpUYMHEHHE TENECHBIX IIOBPEXICHMIA,
XpaHEHHE HApKOTUKOB M T.NI.), C IENbI0 Iepefadd TIOTEPIICBIIMMH JEHEKHBIX
CPENCTB 4epe3 IOCPeJHHKOB, JHOO INepeBOJ MX Yepe3 TePMHHAJBI OILIATHI ISt
paspelneHus CloXuBIIeics curyanyun. [Ipy 3ToM MOIIEHHMKH CTapaloTCs OepKaTh
(CKepTBY» BCErJla Ha CBS3d, C LENbI0 HMCKIIOYEHHS KaKUX-THOO JelCTBHM C ee
CTOPOHEI O IIpOBepke HHPOPMALIUH.

Heo6xonuMo repe3BOHHTH Ha H3BECTHBIE a0OHEHTCKHE HOMepa JIUILY, KOTOPhIM
MPECTABIIETCS. 3JIOyMBIINUIEHHUK, JIMOO POACTBEHHHKAM, C IENbI0 BBIICHEHMS
JNEUCTBUTENBHOCTH IIPOU30IIEAMMX CcoObITHH. [IOmpOCHTH 3BOHSIIEr0 HA3BaTh




Kakue-Tu00 AaHHBIE JIHIa, KOTopsiM oH mpeacraBisercs (O.M.0O., nara poxzaeHus,
MECTO JKUTEJIbCTBA, NaHHEIE POJCTBEHHHUKOB, KaKkue-IH00 (HaKThl U3 XKU3HHU U T.1.).

2. O BO3MOXHOCTH IIOJNIydYEeHHS KOMIIEHCAllHUM 3a paHee IpHOOpeTeHHbIE
HEKa4eCTBEHHBIE TOBApHl WIM OKa3aHHBIE YCIYTH, U1 4Yero Heo0XoauMo
TIEPEYHCIIUTH ONpeeTIeHHBIN POLEHT OT MTOJIaraloIIercsl CyMMBI.

Cnemyer 3HaTh, 4TO pa3lMYHble KOMIIEHCAl[MM BBHIILIAYMBAIOTCS IpaXKAaHaM
TOJIBKO NPH MX JIMYHOM IIMCHEMEHHOM OOpALEHUH B COOTBETCTBYIOLIME OPraHU3aLHH.
Huxkaxue npoIeHTsI 3a BRIILIATY KOMIIEHCAIMH He YIIIaYUBaOTCA.

3. SAxo0bl, U3 TOMUKIMHUKA WK OONBHHUIBL, O TOM, 4TO Yy Bac wiu y Bammx
POACTBEHHHKOB OOHAPYXXHJIM CTpAIlHbIi JUarfHo3, M 4TOOBl BBUIEYUTH OO0JIE3HB
HeOOXOAMMO IEPEBECTH JACHBIH 3a JIEKapCTBa.

Heo6xoaumMo MOMHHUTH, YTO HACTOSAINMUN Bpay HUKOIZa He OyAeT 3BOHUTH BaM
10 TenepoHy U cOOOIIaTh O «CTPALIHOM JHAArHO3€» WU MPOCUTH NMEPEBECTU ACHBIH
3a JIeKapCTBa.

4. C npocb00if KynmuTh MPOAYKTHI, CIUPTHOE, I[BETHl U T.II., JOCTABHTH MX IIO
yKa3aHHOMY aJipecy, a MOIYyTHO IIePEeYHCIUTh JAeHEXHBIE CPeCTBa Ha TenedoH, C
3aBEpPEHHEM, YTO JIEHbI'M BEPHYT II0 MPUOBITHIO Ha a/Ipec 3aKa3qyuKa.

"~ Ecnu BB ucnolHsgeTe Kakoe-TuOO mopydeHHe IO TenedOoHy, HOCTaBISETE
3aKa3bl, TO HE ClleflyeT NEepeBOAUTHh NECHbI'M Ha HE3HAKOMble Telle()OHBI, CHadaia
JOCTaBbTE TOBAp IT0 HA3HAYEHHUIO M Ha MECTE ONPEAEIIUTECH C 3aKa3UHKOM.

KpoMe MUCTaHIHMOHHBIX MOIIEHHHYECTB TIPaXKAaHEe CTAHOBATCH JKEPTBAMH H
KOHTaKTHBIX MOIICHHUYECTB, COBEPIIEHHBIX IMOJ BHAOM COIHAIBHBIX paOOTHHKOB,
COTpY/HHMKOB pa3lMYHBIX OpraHu3auuii (ropras, ropcmer, IleHCHOHHBINH (OH],
MeIUIUHCKHe paboTHUKH U T.1.). [Ipemnoramu MoryT ObITh: CpOYHBINH OOMEH JIEHET,
HaJ0aBKH K IIEHCHHM, IpOBEpKa Ia30BOT0 HIIM BOASHOTO 00OPYAOBAaHHS, IEpepacyer
KBapTILUIaThl, IPEMHH BeTepaHaM, mpoaaxa BAJloB, MEAUIIMHCKUX HPHOOPOB HIIH
IpYyruX pa3IMYHbIX TOBapOB IO JIBFOTHBIM IieHaM H T.0. OCHOBHas 1ens
3JI0yMBIIUIEHHHKOB — Y3HaTh, TIe XPAHATCA NEHEXHEBIE CPEACTBA «OKEPTBBD), IOCIIE
4ero OTBJIEYh €€ BHHMAHHE U COBEPIIUTH MX XUIEHHE. TakkKe MPENOrOM MOXET
OBITH rafjaHuie, CHATHE SIKOOBI HAJIOXKEHHOM ITOPYH, UCIIEIEHHE OT 3a00JI€BaHuIA.

Kak nouaTs obMmaH:

- 06 o6MeHe IEHEXHBIX CPEACTB WK MPOBEICHAN KaKuX-TH00 pedopM 3apaHee
Gynet coobmarscs B pasnmuaHbix CMU (TeneBuaeHue, paino, NeYaTHEIE U3JaHMs), B
OTHENeHHAX 6aHKOB, yUpeXJEHHAX COLHANBHON MONUTHKH, IEHCHOHHOTO (OHIa U
T.n.

- y3HaTh, YTO 32 OPraHU3AlMIO MPEICTABIAIOT MPHINEIIIAE W, TIO3BOHUB TY/a,
y3HaTh, €CThb JHM TaM TaKde€ COTPYJHHKH M IPOBOAMTCA JIA OOXOJ [OMOB IO
00603HaYE€HHOMY BOIIPOCY; IIOIPOCUTH IPEIBIBUTH yIOCTOBEPEHHE;

- YBEIOMHTH POJCTBEHHHKOB (JKEJIaTeJIFHO TIONPOCUTH MOABEXATH);

- IO3BaTh COCENEH;

- IO3BOHUTH 3aKPETUICHHOMY COLMAIEHOMY PabOTHHKY;

- HE CTOMT IIOKYIaTh y HEW3BECTHBIX HHMKAaKWX JICKAPCTBEHHBIX IMPENapaToB,
ra30aHalIM3aTOPOB, CYETYHKOB, (GHMIBTPOB A BOABI, XO3AWCTBEHHHIX TOBAPOB,
MEIULMHCKUX NPHOOPOB H T.II.



